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This Eveningõs Agenda

ÁData privacy overview

ÁImplementing the EU principles

ÁExporting personal data

ïThere be dragons! 

ÁQ&A
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Data Privacy vs. 

Data Protection

ÁData Privacy ïthe right of an individual to 
be protected from intrusion into his or her 
private affairs

ÁData Protection ïthe interpretation of 
privacy in terms of management of PII

© Air Products and Chemicals, Inc. 2009



4

What is Personally Identifiable 

Information?

ÁAny information relating to a natural person 
who is or can be identified, directly or 
indirectly, by reference to an identification 
number or to one or more factors specific to 
him

ÁSpecifically personal data relating to living 
individuals
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Models of Data Protection

ÁComprehensive Laws

ÅEU Approach

ÅDriven largely by legislative history of countries 
such as France & Belgium

ÁSectoral Laws

ÅIn part a US approach, e.g. the fields of 
Healthcare, Finance, Children

ÁSelf Regulation

ÅUSA, Japan, Singapore

ÅOrganisations/industries establish codes of 
practice
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The 8 EU Principles of Data 

Protection

Data must be:

1) Fairly and lawfully processed

2) Processed for limited purposes

3) Adequate, relevant and not excessive 

4) Accurate

5) Not kept for longer than necessary

6) Processed in accordance with individualôs rights

7) Secure

8) Not transferred to countries without adequate 
protection
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Where are the òAdequateó 

Countries?

© Air Products and Chemicals, Inc. 2009



8

Where are the òAdequateó 

Countries?
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Canada

Argentina

Jersey

Guernsey

Isle of Man

Switzerland
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A Single Approach?

Impact in Numbers

1 European Directive

8 principles of data protection

27 interpretations today
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Implementing the EU Principles

ÁUnderstand the scope of the EU 
Principles and how they apply to you

ÁFramework

ÁAwareness

ÁBusiness environments

ÁTransfers outside the EU
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DP Risk Assessment

ÁTo ensure an appropriate use of resources 
and an emphasis on your priorities

ÅComplement with a Risk Register

ÁAssess

ÅStrategic

ÅOperational Business Units

ÅFunctions e.g. HR, Finance

ÅTrading Partners (Customers, Suppliers, 
3rd Party Service Providers)

ÅBrand
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DP Framework

ÁGovernance

ÁData Protection Officer Network

ÁPolicies & Procedures

ÁProcess Mapping

ÁPrivacy Enhancing Technologies (PETs)
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DP Governance

ÁImperative that the DP governance is addressed

ÅAccountable: Should be one person in the enterprise

ÅResponsible: Country Business / Functional 
Management

ÅSupported by European level and Country Data 
Protection Officers (DPO)

ÁChange Management goes hand in hand with governance

ÅNew/updated legislation at both the EU and Country 
level

ÅCountry Data Protection Agencies becoming more 
robust in enforcing DP legislation (UK, Spain)

ÅNon EU countries adequacy rating

ÅElements of change within the organisation
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Data Protection Officer 

Network

ÁThe DPO network is a key to success
ïAttributes

ÁGood business knowledge/network

ÁIndependent

ïRaising & maintaining awareness

ÁKeeping staff informed

ÁTraining materials

ÁPolicies & Procedures

ïWorking with others

ÁBusiness advisor

ÁMonitoring compliance

ÁLinkage between external and internal parties

ïHandling Complaints and Queries
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Policies & Procedures

ÁThink about European and Country Level Policies
ïProcedural information

ïAwareness and organisational duties

ïResponsibilities across Corporation & within country

ÁOne part of the information security portfolio
ïReferences should be found across a swathe of policies 

and procedures e.g. Information Security: Access 
Control

ïDP Principles should be included in other Policies

ÅEmployee Relations

ÅRecruitment
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DP Process Mapping (AS -IS)

ÁWhich of our business or functions handle PII?

ïThird party relationships

ÁRetention Policy

ÁIs any data transferred outside of EU?

ÁWho knows about the process?

ÁIs the process documented? If so, where?

ÁIs the process Global, Regional (Europe), Local 
(Country), Business specific?
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DP Process Mapping (TO -BE)

ÁDP Process registrations

ÁOutline any gaps  
ïSecurity

ïReview Access rights

ïReporting / Printing / Downloading

ïEncryption gaps

ïContracts gaps

ïExcessive data collection

ïData accuracy

ïData Purging/Disposal

ÁTraining ïneeds, audience
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Privacy Enhancing 

Technologies (PETs)

ÁEncryption

ÁMetadata

ÁApplication programming

ÁSystem development governance

ÁUser interface

ÁIdentity management

ÁArchitecture
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DP Awareness - Who to 

Consider

ÁEmployees

ïHome country and countries operating in

ÁCustomers

ÁContractors and other vendors/suppliers

ÁThose captured on CCTV footage

ÁVisitors to your websites and premises

ÁAnybody else whose personal data we collect

ïE.g. Job interviewees

ÁEverybody with whom our organisation may 
potentially interact
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DP Awareness - How do 

incidents occur?

ÁUnauthorized access to network
ÅInappropriate sharing of personal data

ÅLeaving PCôs unattended and unlocked
ÅCriminal activity

ÁLoss of unencrypted data on portable 
devices 
ÅLaptops

ÅTapes

ÅUSBs etc
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Business Environments

Joint 

Ventures

M&A

Globalisation

Shared 

Service 

Centres

Outsourcing
Supply 

Chains
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Data Transfers Outside the EU

ÁEU equivalent protection is needed wherever in 
the world European PII is exported 

ÅIf not available then PII cannot be transferred!

ÁOnly six states are recognised as providing 
adequacy

ÅArgentina

ÅCanada

ÅSwitzerland

ÅGuernsey, Isle of Man and Jersey

ÁEU has worked at developing instruments to 
facilitate transfer

ÅSafe Harbor

ÅModel Contracts

ÅBinding Corporate Rules (BCRs)
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Onerous

PII Export Options

Less

Onerous

US-EU
Scale of Coverage

Global

Safe Harbor

Model Contracts

Binding 

Corporate

Rules
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Safe Harbor

ÁResult of an agreement between EU and US

ÅHinges of Self Regulation by US companies

ÅClose relationship to the EU Directive

ÅAll EU Member states are bound to it

ÁInclusion on Safe Harbor register

ÁAnnual recertification

ÁCovers EU ïUS only

ÁNo onward transfer within the US 

ÅUnless there is a further contract, 
agreement to principles and so on

ÁNot available to non US organisations

http://www.export.gov/safeHarbor/
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Model Contracts

ÁStandard contracts to permit flow of PII from EU to 
states considered to give inadequate Data 
Protection

ÁStandard terms that all EU member states have 
signed up to

ÁObligations for both the exporter and the importer 
of data

ÁThey are simple to establish

ÁClauses are set in stone

ÁContracts are restricted to the parties that sign

ÁCan be implemented with little or no framework to 
substantiate

http://ec.europa.eu/justice_home/fsj/privacy/modelcontracts/index_en.htm
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Model Contract Mechanism

¸ Can Use Country Model Contracts (as opposed to entity 
specific)

US Entity Spain

UK

Etc..

ES subsidiary01

Signatories to 
Model Contract

ES subsidiary 02

ES subsidiary 03

UK subsidiary 01

UK subsidiary 02

?? Subsidiary 01

Signatories to 
Model Contract

3rd Party 1

3rd Party 2

3rd Party 3
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Binding Corporate Rules ð

A Definition

ÁA legally binding set of corporate rules which 
govern the way in which personal data is handled 
within an organisation and the safeguards that 
have to be met. 

ÁBCRôs give individuals rights of enforcement if 
the organisation does not comply with BCRôs
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Binding Corporate Rules -

Overview

ÁThey govern the way Data Protection operates 
within an organisation

ÁGive a common platform to enable free flow of PII 
across geographies

ÁNeed direct involvement with a lead Data 
Protection Agency (DPA)

ÁIntensive effort required to develop:

ÅAnalysis of PII and subsequent flows

ÅCross functional/multi national teams

ÁMuch more than an interpretation of the law ïa 
new organisational culture
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Binding Corporate Rules -

Key Features

ÁCorporate group determines how the system 
works ïnot the regulator

ÁCo-ordinated approval mechanism ïOne DPA 
lead authority co-ordinates approvals through the 
EU

ÁFrom DPA viewpoint a BCR system is about two 
things

ÅAdopting EU data protection standards

ÅDemonstrating true enforceability across the 
group
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BCR Lead Authority 

Selection

Options:

ÁLocation of European Headquarters

ÅOr office with DP responsibilities

ÁLocation best placed to lead the BCR application 
and enforce compliance

ÁPlace where any key operational decisions in 
terms of purpose and means of data processing 
are made

ÁThe EU country from where most international 
transfers originate

Note some DPAs such as  UK and Spain are very 
supportive of BCRs. 
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BCR Components

ÁDescribe data processing and flows of information

ÁDescribe data protection safeguards

ÁDevelop a mechanism for reporting and recording 
changes

ÁVerify compliance

ÁDevelop a system to handle complaints

ÁAffirm the duty of co-operation with the DPA

ÁAccept jurisdiction

ÁAccept liability

ÁPromote awareness of the corporate rules
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Developing a BCR Draft

ÁA cross functional team is required

ÅBCRôs affect many aspects in a company
ÁLegal counsel have to be involved to ensure that 

legal requirements are met

ÁManagers to review practical implementation and 
enforcement (self audits)

ÁEmployee input needed due to imposition of 
duties on existing employees

ÁCommunications Group must help write and 
present BCRôs so they can be understood by all
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