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Files Services Governance 0 why is it needed?
ElFile Services Governance o management and control of yol
Elit helps keep your Company Directors out of jail
Bt stops your business from being vulnerable to internal/external data loss threats
Elit allows you to make individuals accountable if culpable

Elit gives you and your trading partners confidence

EINeed for compliance (PCI  -DSS, DPA, ICO)

_ _ On a scale of 1 to 5 (w
EdAuditors like order and process state to me:

Can you confidently state that your organisation
IS tracking every type of file that goes in and out
of its enterprise by every known file transfer
method? Clue: Be critical.....
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Market Drivers & Business Issues

Over the years a variety of file transfer tools
and techniques have been utilised to support the
file transfer needs of internal systems, as well as,

file transfers with external partners .

The file transfer process has become
complex involving differing platforms ,

technologies, processing methods and support.

Each process has been developed
separately to meet differing  requirements

resulting in individual hubs or silo solutions
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BElData security is often described as a O0Net

Net or Blanket for file based security?

EdSo why do unencrypted filesg et past it?

EHSyrely you need a oOblanketdo to cover your E

EdSo how come organisations fail to do
this and suffer regular consequential data
breaches?
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m Business Data Challenge

Customer Information lost

Company IPR ’

leaked

Non-compliance Penalties
(ICO/DPA/PCI-DSS)

Insider data
Threat (72%)

Sales affected Unnecessary Costs

Any Internal/External Data Loss = Financial Consequence + Image/Reputational Consequence
Source: PWC Information Security Breaches Report 2010 i Average cost of large organisation (>more than 250 employees) worst breach is
£280K-£690K (2009) i up by factor of 3.5 from 2008 survey
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Consequence of Data Breach

Apart from having to comply with PCI, research suggests that adopting
Obest practiced security makes good

31% of customers affected by a data breach will terminate their
relationship with the company (and those are just the ones who are
affected & notto mention potential customers that will avoid doing
business with that company due to the perceived risk). Statistically,
65% of the cost of any payment data breach is lost business d not
fines or administration costs.

(Source ... Ponemon Institute)

AFr om Y2010 ihé ICG can impose custodial sentences and fines up to
£500,000 on data breach transgressors......

(Source ... ICO) %
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Desired State versus the Reality of Existing State

ElLets look at the following two states:

P
El1. Typical state for moving data (email and FTP) T
& cheap but risky "
E13. Ideal state covering all the enterprise & able to monitor
every moving file (Secure MFT) -
owort hwhil e i nvestment and near 100% OCOVE
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a m PRIMEUR

Typical B2B and MFT File Transfer processes

Company A Company B and other 3" parties

Marketin

Legal
HR

Usual

Platforms Pa I‘O“

To move

et Purcasmg Purchasing

Solution Effects
Convenience

Operational Effect Simplicity

Difficult to monitor, control and centralise Some protection
Less than 25% cover Perceived best value
Vulnerabilities to internal/external abuse Security questionable
Always reactive i image poor Inexpensive
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® m PRIMEUR
Secure MFT File Transfer processes with File Service governance

Company A Company B and other 3" parties

a
aretlng , Marketing

Legal

Payroll
Purchasing

Transfer
Multi
Platform

Solution Effects
Policy & procedure

. Man |
Operational Effect anageab e‘
. . . Total protection
Centralised monitoring, audit and control Best val
Up to 99% cover es \{a ue .
P Security effective

Vulnerabilities removed
Resourcing decisions better
Proactive to partner relations

Some investment
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Size of the Challenge?

Ed\What is it we face if decide to tackle this?

ElScale?

EIComplexity?

ElDependencies & Constraints 0 financial, performance, image, legislation
EldBig bang approach?

ElPhases?

EdMore importantly ask:

Elwhat is out there?

EI\Who is using it?

Ed\What are our volumes and protocols?

ElAre we secure?

ElHave we suffered any breaches? Internal or external?
ElHow many close shaves have we had?

El\What would the discovery process be ?
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Discovery Process Example

MIDDLEWARE DASHBOARD From 02-04-2008 To 10-07-2008 EStImated
File Transfer by Protocol File Transfer with Errors by Protocol FT product Number of JOBs in TWS
2080 SPAZIOMFT/S 848
6429 W caxcom W caxcom FTP/TCP 450
- Caonnect Direct - Connect Direct .
— st [ FreTcRP ) FreTerr NetView/FTP 189
[ HTTR HTTP
1,068 - Metview/FTP MNetview/FTE COnnectDirECt 134
| N 596 - Spazio? Spazio2
8ea Total 1,621
File Transfer Expired by Protocol Sum File Size (byte) by Protocol Actual
FT product Number of Unique Flows
349,556,608 —
SPAZIOMFT/S 4,500
- - - onne: lirec
¥ Commat st K oo FTP/TCP 3,600
| — i efvie: .
o ke Ll il NetView/FTP 300
MNetview/FTP 62366122 |l TR -
Spazia2 ) FreTcRme ConnectDirect 80
178,673,876
Total 8,480

Total Flows and Percentage by Protocol
Period : Month of xxx

TH52

2065 (1,29%) TH7L
10170 (6,36%)
Spazio2

24981 (15,62%)

Connect Direct
865 (0,54%)

Spazio
2346 (1,47%)
NetView FTP FTP TCP/IP
2406 (1,50%) 117083
(73,21%)
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Ed Specialise in Secure Managed file transfer for Multi -
platform/multi -protocol

Ed Data Security framework

Ed Files Services Audit and Control

Ed Italian owned, HQ is Genova 0 20 Million euros, 230 staff
Ed Presence in 15 countries

Ed 700 customers worldwide O finance, insurance, retail, pharma,utilities, energy,

manufacturing, media, government

EHGartner rates as oVisionaryo for
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E1Over to Darren Baggs

Next Presentation
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Ed Access Control

I password control between users & resources
Ed Single Sign-On

T centralized password access

E Firewalls
I perimeter access control

Primeur Security Services

Ed Audit, Monitor, Alert

T proactive/reactive system management

Ed Anti-virus

T prevent, detect and/or correct rogue code

Ed Intrusion Detection
T measures strength of security implementation

Ed Physical Security

I environmental protection
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Ed Security Exposures in IBM Websphere MQ environments
or
Ed Securing Data at Rest (where ever it is at rest)

This Presentation

Ed IBM Websphere MQ
I Defacto standard for Messaging
I Your organisation is probably using it

Ed Messaging
I Middleware
I Simplifies application integration
I Multi-platform support
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Middleware Components

Application
Data

Application
Data

Sending
Application

Middleware Middleware

Interface Interface

Middleware Middleware

Data Sender Data Receiver

>

YOUR BUSINESS, OUR TECHNOLOGY



Mapping to Websphere MQ

Application
Data

Sending
Application

WMQ API

Queue
Manager

Sender
Channel
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Data in Transit

Sender > Receiver

Channel Channel

Ed These days very well handled
I Encryption
I Authentication
I Digital Signature

Ed SSL now included in the WMQ product

Ed Exits or other solutions used
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Data at Rest

Queue Manager

Ed Messages are stored in queues
I Until receiving applications take them off
I Until sender channel sends the message
I Queues can be used as an archive repository

Ed A queue and its contents are represented on the platform file
system as a collection of files
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What we hear when asking WMQ teams about messages in queues

EHoWe do not keep messages i n queue
K but ...

I What happens if an application is not ready to process a
queue

A Mainframe applications are typically batch
A They may run once a day

I What happens if there is a network problem

A Messages stay on the transmission queue until it has
been completely sent
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What we hear when asking WMQ teams about messages in queues

EHoOnly authorized users have acces

Ed but ....

I What about system administrators
I Role Based Access Control
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What we hear when asking WMQ teams about messages in queues

Ed Others:

I OoOur WMQ infrastructure i s

T OWe use SSL6G6

T OAudi t have never rail sed a
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What kind of information do messages contain

Ed Obviously this depends on the application

Ed A stock price enquiry may contain stock codes and prices
I Not sensitive information

E A payments message may contain account numbers

I Very sensitive
I PCIDSS implications
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What protection is available to messages in queues?

Ed Websphere MQ supports access control lists (ACL)

Ed The ACL restricts what an application can do d for example:
I Only put messages
I Only get messages

Ed ACLs are based on operating system users/groups

Ed ACLs are only enforced when going through the WMQ API

Ed WMQ administrators tend to have full access d no ACL
restriction

I Unnecessary people have admin access

Ed What about the queue/message representation on the file
system

I Protected by operating system file security
I Who can access the file?
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Viewing a message in a queue
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