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Stuff to cover

ÅHacking TPM

ÅiPhoneinsecurity

ÅCracking WPA even faster

ÅHosting in the Cloud

ÅDevelopments in bot nets

ÅGetting value for money from pen testing!



Hacking TPM

ÅTPwhat?
ÅTrusted Platform Module

ÅάΦΦŀ ǎŜŎǳǊŜ cryptoprocessorthat can store 
cryptographic keys that protect information..έ

ÅA handy, on-chip solution for storing secret 
crypto keys

ÅRemember the cold boot attack? This is a great 
defence against the use of freezyspray to steal 
keys



Hacking TPM

ÅBitLockerDrive Encryption in Windows Vista, 
Windows Server 2008 and Windows 7



Hacking TPM

ÅRemember this guy?

ÅScraped off the top of the Oyster chip, used 
an electron microscope to work out the 
crypto cipher from looking at gates!


