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YOU ARE AN AVATAR

Near and Present Danger
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Presenter: Mark Henshaw
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Mark has worked in the Engineering, Pharmaceutical, and Automotive industrial sectors since the mid
1980's and he is presently shaping and developing Information Security at General Motors in the role of
Global Manager for Information Security Strategy and Planning.

He is accountable for the direction of Information Security encompassing Governance; Strategy, Planning,
Policy, Risk Management, Communication, and Education and Awareness.

He is a serving Director on the ISACA London Chapter board, and Chairman of the ISACA Winchester
Special Interest Group.

Mark has appeared in print in Computer Weekly, and SC Magazine, he is a CISM item writer, content
author for the CISM Review Manual, and he has shared his experience and knowledge on various special
interest groups and expert panels including CSC Leading Edge Forum, Secure IT Summit, BisContinuity,
and the CISO Interactive Panel at the Infosecurity Europe International Press Conference.
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Noise In the system

A The number of wireless phones worldwide just crossed
the 4 billion mark. Maybe 10% of these are currently
connected to the Internet, but this is going to go way up,
led by developments from Nortel and others.

A There are now 1 million industrial robots, with the
highest density in Japan with 295 robots for every 10K
workers in manufacturing. Roughly, a third of these are In
the automotive industry (they may be on paid leave!).
The next nearest countries are Singapore, South Korea
and Germany, each with between 1389.

A Two radically different forms of connectivity one
hyperconnected world.



Noise In the system

A Nimbuzz has announced that it is to develop an "optimised" version
of its social messaging application for Toshiba's new TGO1
smartphone.

A Nimbuzz's messaging application is said to "integrate effortlessly
}Nlth aln individual's sophisticated and 'hypeonnected' digital
Ifestyle".

A The two companies are working together to provide a "device rich
with communication features that enhance the usability of the
Toshiba device and put all friends in one place".

A Nimbuzz is a social messaging partner and will complete the PC like
Internet experience of TGO1 from flash site browsing to social
networking".




Noise In the system

A Facebook turned five Feb. 4. Sometime in rdig@nhuary, "25 Random
Things" became a wildfire fad there.

A Many have called Web lists such as "25 Random Things" narcissism, a
word that means egocentrism, with its n@o-great overtones. But
Facebook users and experts are saying: Not so fast. Of course, ego is
involved. But "25 Random Things" is a product of the information age.
And that age is simply different from what went before.

A If they are right, "25 Random Things" reveals a decisive shift in our
society, and there's no going back. Many of thegounger, mostly-
take a distinctive view of private and public, in which a permanent,
alwaysconnected audience trades personal, even intimate, information
as part of having friends and being social. That hyperconnected life is
here to stay. Call this narcissism, but it might be that the train left and
you weren't on it.

facebook.
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Convergence

A We thought everything would be going digital, in a future where we all
live as avatars in cyberspace the digital world was going to invade the
physical world: we are already the avatars and the physical world is
becoming cyberspace, the idea that cyberspace is some other place is
going to dissolve because everything will be part of the Web

There is no doubt that the world is heading into a physical space that is
augmented and hyperconnected, eventually every physical object will

become a smart interrelated and semantically correlated artefact of our
civilization

By hyperconnectivity we exemplify our empathic nature, and because of that
we need to allow the space for all forms of human cognition to take place,

hence whilst it is true that the digital invades the physical, it is also true that
physical invades the digital




Web Wide World

A The Web on mobile devices like the iPhone. Finally it's really usable on a phone. Now it goes
everywhere with us. Soon we will track our own paths on our phones as we move around, creating
a virtual map of our favourite places and routes.

A Location aware applications and services, such as Google Maps Mobile. They link physical places
to virtual places on the Web.

The Web in cars. Dash's auto navigation units are already-&vabled. All the other ones will be
within a few years.

Next-generation WiFi digital cameras are wiénabled, linking directly to camera GPS and to
photo shatrlng and storage services. Cletghtric wireless cameras with zero local storage will
come nex

Web picture frames such as Ceiva bring the Web into your grandma's living room.
The Web in restaurants and stores. Your server gets your reservation on the Web from OpenTable.

In-store kiosks connect to the Web to help you shop, or to bring up your online account and
shopping cart.

The Web in your garden. GardenGro's sensor connects your garden to the Web, in order to figure
out what to plant and how to cultivate it in your actual location.

Everything becomes traceable and trackable with RFID. Physical objects have virtual locations.
Sensors are connecting to the Web and popping up everywhere.

Plastic Logic's portable plastic reading device. The pad of paper, version 2.0.

The beginnings of an Internet of Thingswvhere every thing has an address on the Web.

The rise of Lifestreaming, in which everything (or much of what) one does is captured to the Web
and even broadcast.
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The Global Brain
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Future vision for the Web

Carry forward openness

Do a better job understanding the language of the \/\@Vldeo, pictures, still
images, and connecting them to people; communities and collaboration.

Invented first 14 letters of alphabet, need to invent the remaining letters and then
think about creating words

4EA 71 Ol ABO AAOT |1 OOA 1T EAOCAOQN
Wish list fulfilment engine; genie in a bottle

Read my mind, make me telepathic

Ultimate extension of me, my own knowledge base

Divining the intent of what people are doing

Acting as a human prosthesis, working for them
unconsciously
Do what the brain cant do

Let the data do something cleverless code more datadata is the ultimate in
agile programming

Build the taxonomy of desire

Stateful search engines

Build on user intents

Make a personal best friend [ELIZA]

Making the World of science happen faster and better

Contributors: Howard Bloom, Author, The Evolution of Mass Mind from the Big Bang to the
21st Century, Peter Norvig, Director of Research, Google Inc., Jon Udell, Evangelist, Microsoft
Corporation, Prabhakar Raghavan, PhD, Head of Research and Search Strategy, Yahoo! Inc.




Technology Convergence

A 4EA OEOEIT EO Al AAOBAT A 4AAEITT
A A world in which you use a single device to manage your complete
life, you can use it anywhere and at any time

A Bidirectional Asynchronous Digital Convergence
A Bidirectional: The ability to move, transfer or transmit in both directions.

A AsynchronousAsynmeaning "not with," ancchronohh | AAT ET C
describing objects or events that are not coordinated in time.

A  Digital Convergence: A trend in which different digital devices merge
and have similar functions.




The holy grail of Convergence
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Convergence of SOA and Web 2.0

The Two Top-Level Organizing Principles

in Modern Software Continue to Converge Suppliers  Customers _ Prospect
Enterprise 2.0
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The Hyperconnected

According to a recent IDC White paper,

Device and Application Usage Clusters

Applications Hyperconnected

Intensity

Increasingly

Connected @

Passive
Online

Barebones

Device Intensity

Some 16% of the global information

xI OEZAlI OAA EO GEARAOAI
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likely be joining them soonaccording to a
recent study that examined device and
application use and used cluster analysis to
identify various groupings

In general, the hyperconnected make
heavy use of the internet, broadband
access, camera phones, voice over IP,
instant messaging, social networking and
video uploading.

hyperconnected, early adopters, lean forward users, social hubs, twitts ... many names for an important trend.



The Hyperconnected

A Internet services such as Twitter, Jaiku and Kyte TV are giving rise to a "hyperconnected"
generation

A Anincreasing number of applications have been launched that take advantage of "always
on" connections, either over the net or on mobile devices

A Users are not just sending texts andmails, but are "lifecasting" words and video 24 hours
a day

A "It's a lifestream of your activitiesboth in the real world and online," said Jaiku's Jyri
Engestrom

A The growth in hyperconnected tools is the result of greater availability of net connections,
over wifi or 3G mobile networks, and the falling cost of data and bandwidth




The Hyperconnected

According to a recent IDC White paper,

Critical Advanced Ca;;abilities for Employment

The difference between the
% average respondent and the
C‘igs,"?e””g hyperconnected respondent with
ritical i .
S0 arrows specifically to indicate that
hyperconnected workers are
merely the advanced guard for the

- entire information workforce.

25%

15%
Instant

10% Unified Smart Messaging

Messaging Phone Mobile “Push

5% to Talk”
¢ Hyperconnected
0% = All Respondents




The Hyperconnected

According to a recent IDC White paper,

The Blurring Personal and Business Boundary
Percent Hyperconnected Both For Business and Personal Use

| 79%

Laptop PC Mobile Phone Sensors/Monitors

| 35%

Text or Instant Web Conferencing  Social Networking Posting to Blogs,
Messaging Wikis, Forums

Another notable aspect of this
new hyperconnected
demographic is the blurring of
lines between devices used for
work and play

Hyperconnected individuals are
increasingly using their
notebooks, mobile phones, text
messaging, and social networking
for both work and personal
activities

This new desire for converging
work and personal use on devices,
of course, poses new problems in
terms of support, security, and
privacy

IT departments will need to find new solutions and tweak policies if they want to cater to the needs of hyperconnected employees.



The Hyperconnected

A Hyperconnected has given rise to the hygesnest

A This new generation is much more comfortable with openness and
honesty. The young generation are happy to share their lives publicly

A Being Hyperconnected will become a precondition for citizenship

A In the same way mobiles are a necessity, in five years time being
Hyperconnected will become a necessity to be an active participant
In the social world




Hyperconnected Consumers

A A generation of consumers is coming onto the market that not only
thinks of online as the natural way to do its banking, but also expects

it to be as customizable and interactive as the Web 2.0 sites on whicl
It spends its surfing hours

A This can mean anything from having one's online bank permanently
available as a widget, to having thimarty information such as stock
prices delivered as a really simple syndication (RSS) feed, or as the
bank existing as an island in a virtual world like Second Life




Web 2.0

A By all accounts, Web 2:0 the second generation of Webased services and
communities that emphasize online collaboration, networking, and userated
content? is growing at a phenomenal pace

A A recent Booz Allen Hamilton study shows just how prevalent this interactive
consumer behaviour has become and, at the same time, puts to rest any notion
that social networkers are all 42arold boys? | O OEAO OAOAOACA b
read Weblogs

A The study found that 50 percent of all Internet users frequent social media sites,
and that more than half of the visitors to MySpace, the notoriously yeuth
oriented social networking site, are 25 or older




Changing attack focus

Device/Perimeter Security




