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Privacy or Security....
Is there any such thing?
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“Consumer privacy Issues

are a red herring. You
have zero privacy anyway”

Scott McNealy,
CEO Sun Microsystems.
Jan 26, 1999
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Definitions

o Security
e Privacy
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What Is Security?

o Security
Ensuring the confidentiality, integrity and
availlability of information
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What is Privacy?
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Privacy definition #1

“Privacy Is the right to be left alone — the most
comprehensive of rights, and the right most
valued by a few people”.

Justice Louis Brandels,
Olmstead v. United States (1928)
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Privacy definition #2

The right to privacy Is the right not to be
surprised

Seth Goldin,
The Executive Forum,
Washington DC (Jan 2001)
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Privacy definition #3

Privacy Is the ability to protect ourselves from
being judged out of context by controlling the
conditions under which we reveal personal
information to others.

Jeffrey Rosen,
E-Mall, Internet and Privacy presentation
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But there’s more...

 Maybe the definition of Privacy Is ensuring
compliance with the Data Protection Act.
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Sharing data Is essential to doing
business

It's a baby. I'm sorry, but | can't tell
you the gender because of the
Data Protection Act.
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But Is this really privacy?

o Government departments constantly share
iInformation.

 The personal detalls of the average UK
citizen appear on 700 databases!

e The Data Protection Act allows for the
iInevitability of human error.

e You can’t undo a data privacy breach —
compensation is often the only route (as
Max Moseley discovered)
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Privacy versus Security — #1

Traditional
Role of
Information
Security
Officer

Interaction = Security of personal data & es o
unum.co.uk unum



Types of Threat

1. Indiscriminate Attacks
2. Targeted Attacks
3. Stupidity, Carelessness, Ignorance
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4. Big Brother
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The threats — 1

 Indiscriminate attacks (on computer
networks)

—Viruses

—Trojan horses

—Denial of Service attacks
—Port scanning

—Hacking — can be both indiscriminate or
targeted.
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Viruses / Virus Creation Kits / Virus Sources
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£50 buys a 55 mile unamplified WiFi
connection (www.ethicalhack.org)



The threats — 2

o Targeted attacks on information

— Disgruntled employees and the inside job.
e Legitimate Systems Access — DVLA incident
o Staff vetting

— Phishing

— Spying/Industrial espionage

e Scanners, Keyboard loggers, Hidden microphones, Wireless
transmitters

— Social engineering
e Smooth talker



Financial Crime Is easler than it
used to be



ATM Fraud on the increase...

e Banks provide cards to 11 year olds

* Not everyone checks their bank
statements

« Cameras are getting smaller (often using
the video capablility on mobile phones)

e Devices retrieved after 1 hour

* Cloned cards produced less than 1 hour
later



Fake ATM Equipment Being Installed



Fake Equipment Installed



Pin Camera Being Installed



Pin Camera Installed



Battery and Transmission aerial



Skimming

Fraudulent act of reading and storing the info
encoded on the magnetic stripe of a debit or credit
card through either an illegal miniature card
reader known as a skimmer or a skimmer bug
implanted in a legitimate payment terminal

Average loss over £1000 / card
Favored victims: Japanese

Done at ATM, merchant location, during the
transmission process or at point of storage



The threats — 3

o Stupidity and Carelessness

— Poor planning

— Ignorance

— Loss/theft of laptops

— Fallure to lock away confidential papers
— Idle talk in public places

— Disposal of confidential papers without shredding.
e Equip home-workers with shredders

— Not following corporate policy

— Facebook
e Are you crazy?







Confidentiality Agreements?



Fallure of Legislation

Lastminute.Com

e Lastminute.Com sent out E-mails for repeat
orders for Valentines day roses.

 Unfortunately a number of these E-Mails were
iIntercepted by wives/girlfriends, who then
Jammed the switchboard at lastminute.com

demanding to know to whom the roses had
been sent the previous time.

The UK data protection legislation didn’t

prevent the privacy breach, but how many
relationships were damaged?



The threats — 4

e Big Brother
— The ultimate toy — ECHELON

— Still officially only a rumour, but enough to worry the
EU into producing a 120 page report.

— Lots of other countries have equivalents
- en.wikipedia.org/wiki/ECHELON
e A case of too much information
— Cannot be protected
— HMRC breach (25 Million records)
— TK Maxx (47 Million records)
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Inappropriate Data Mining

e Too much information
e TOO many assumptions
e Just trying to be too clever

e Clearly on the rise within governments,
and local authorities, but it will inevitably
lead to more data breaches.



And finally...

 Recently Google was forced to hand over all of
their Youtube access logs as part of their legal
battle with Viacom over allegations of copyright
iInfringement.

* Detalls of European bank transactions were sent
to the US after a request from US law
enforcement.

UK announces that they are retaining records of
where people drove. This retention period Is
being increased to 5 years.



So what can we do?

* Appropriate Policy and Procedure

Focus on awareness training
Don’t skimp on technology

Constantly review the Information Security
Management System — ISO 27001

Be conservative with how much data you
hold



1. Appropriate Policy and
Procedure

e 1SO 27001

— Policy (the “what”) tailored to organisation
« Signed off at senior management/board level
e Clearly defined ownership

— Sup

ported by procedures (the “how”)

 Should have external element for visitors

— Sup

ported by a forum that allows for sensible

debate to bring about changes to policies and
procedures



2. Focus on awareness

 The message must be “information is valuable”
 The thieves are always one step ahead of the police

 More information is stolen through Social Engineering
than by direct network attacks

o Loss/theft of information is felt in two ways

— Direct impact of unauthorised access to bank
Information

— Regulatory fines for non compliance

 Too much reliance on Computer Based Training and
other tick-the-box exercises

* Reporting of breaches must be seen as positive —
create a “No Blame” culture



3. Don’t skimp on technology

e Security is only as good as the weakest link in the
chain

« Dedicated team for Information Security
— Avoid resource competition for operational
activities
o Security expenditure is often reduced until a breach
OCCUrs

— Ok, but balance with benchmarking against your
peers



4. Constantly Review the ISMS

* Include HR, IT, Legal, Risk, Compliance
and Audit in the Information Security
Management Forum

* Review policy and procedure annually at a
minimum, or whenever there are major
organisational changes

e Use surveys to benchmark policy and
procedure with others to ensure adeguacy.



5. Be conservative

e Use technology, but don’t try to be too
clever with technology.

— Just how much benefit is there in allowing the
use of USB sticks, Skype, IM

e Don’t hoard information

— Set retention limits that meet legal
requirements, and then destroy

e Limit access to those with a need to know



Discussion



