ol tos OK, the
encrypted.

... said the financial services company to the FSA
... or the retailer to the PCI Councll
... or the government dept to the journalist

Ken Munro
ex-NCC Group SecureTest
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A  Phenomenal
A .. .when itds wo

A Invulnerable
A ..today

A Exposed
A ..by users
A ...by vendors
A ...by weak implementation

A Compromised
A ..by muppetry
A ..and kneejerks

A Relied upon too heavily

A ...as a Band Aid to cover
up other issues

— Y
SECURETEST nCC
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Data not atrest , 2/ = a7

Y )

A Laptops & desktops are generally only encrypted when switched off
V' Booting to another O/S from CD requires a reboot (encrypting...)
V' Ctrl+Alt+Del is essential, but Firewire attack often works

A Servers hosting payment card data usually decrypt on the fly
V' The joy of PCI!

V' Symmetric encryption is often preferred over one -way hashing
(i1tds reversible)

V' Concerns over key storage...

A Request a password reset 8 see what happens
V' Did you get your password back in clear text?
V Candt have -waybashingihse

A Servers storing data not falling under PCI often contain very sensitive
information, yet are rarely encrypted

A So if someone fancies a spot of social engineering

VBut wedll come back t ocurtrerdCC
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Making a hash’of itw - /%

N /A

A Data encrypted at rest is very, very hard to recover

A Princeton researchers realised that secret keys have to be
loaded into memory to decrypt data

V' Memory maintains its state for a period of time after shutdown

V' So if you could artificially maintain the state for longer, you could
scrape the memory & search it for the secret key

V' Freezy spray time!

A But even the cold boot attack doe
device has been powered down

V Bult you can rely on users to make a mockery of your encryption
solution

V' Laptops left in standby, caching encryption keys in
memory (warm boot!)

V' Windows Integrated Login, loading keys into memory,
before authentication is required (warmer boot!) o~

SECURETEST nCCJ

cure
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http://mwww.jhu.edu/news_info/news/home05/jan05/rfid.html

Probably the first high profile cracking of an RFID encryption
technology

ExxonMobil introduced SpeedPass in 1997, based on Texas
| nstrument so technol ogy

V It allowed drivers to simply wave a key ring tag at a pump in
order to purchase vehicle fuel

The tag used PKI encryption, but only single DES; 56 -bit encryption
V' This was considered adequate in the distant past

A FPGA cracker was built by a team at John Hopkins University,
containing 16 processors

V' After refinement, keys could be cracked in around 15 minutes

The Tl system now supports 128 -bit encryption!
VBut around 6 million tag

Commercial in Confidence - © Copyright 2008 NCC Group plc - all rights reserved



A You need a A The PS3 uses the incredibly

supercomputer for overspecced CELL
cracking encryption, processor
dondot you?

1,000 times faster than an

A Well, yesé Intel chip
A Anyone got a PS3? Universities using it for black
A Or a TFT monitor? hole modelling

Chained PS3s for cracking!

A Most TETs and screens
have an FPGA on board
for video processing

A http://nsa.unaligned.org

SECURETEST nCC
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A A Russian organisation noticed that large
amounts of processing power went unused
on video processing boards

V' You want amazing graphics for games, but you
dondt game 24x7

A Graphics processors 9 very powerful

V' Distributed computation, using latent
processing power of your graphics cards

A NTLMOA the encryption method used by
Windows to store your passwords

V' Fast Intel chipset 6 40M attempts/sec
V' Fast graphics card 9 around 1 Billion/sec
V' A single PS3 d around 5 Billion/sec

V' Distributed, cheap, use of graphics processors
in excess of 400 Billion attempts/sec

Commercial in Confidence - © Copyright 2008 NCC Group plc - all rights reserved

Password Recovery Speed

B TeslaS1070 W GTX 295 = Core206600 ™ Core2E4500

| |
—‘_ 2000
]
mps | 920

]
NTLM | 1330

0 1000 2000 3000
Millions passwords per second
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The daddy of eracking; /% . 0 3011001 0

D I

alhb \0\\\'
Pico Computing SuperStack
A USD 120,000
A Cracked GSM (A5/1 & Europe/US) in 30 mins using 16 FPGAs
A This beast can support up to 77

Fancy cracking BlueTooth/WPA etc?
Pre-computed hash tables

A Generate on the fly?
A WPA-PSK is toast

YIS riccetig
1 ) ‘ 1e4..

Withll, .

- .
L
U

L
\

Encryption is entering a whole new ballgame

o~
A -
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Hacking Philips'I\/Iil.:v.a,r”'e'?:,,j;

A Reverse engineering of the crypto
A Crypto -1 is closed source

A Researchers at University of Virginia physically
_ dissected the chip
A Sliced off tiny layers of the chip, using a
microscope then inspected the logic gates
A Efficient inspection, for example by
looking for XOR gates that are rarely used
_Incontrol logic

A Or blocks of gates connected strongly to
each other, but sparsely to the rest of the

chip : |
Digital Central Unit /A Reconstructed the
RF-Interface Anti Control & ALU EEFROM ( 7 algorlthm
'''''''''' Cloning simple -ish

Interface
SECURETEST nCC

Authanti-
cation
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Speeding ticket troublc;% .

u /L

A Many police force in UK now rolling out PNC
access using Windows Mobile devices

V' Speed of use, retrieval of images etc

A Bluetooth connection to wearable ticket printer

\/ Cables on officers are a bad thing,
apparently

V Was that a £150 2.4GHz jammer in your
pocket?

V. SAFER+ BlueTooth encryption algorithm
compromised

M, | ni ti al device | ockdow

S

AR

%4 "v‘

QEFURETEST nCC |
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¥J Biometric Passports - Identity and Passport Service - Mozilla Firefox _ =] x|
File Edit Wiew History Bookmarks Tools  Help
@ - c iy I |_] | http: ffvwan.ips . gov, uk/passport/about-biometric-distance. asp W I T | passport service ). }
. Fersivwn Cymraeg -
—
| Home Office
Identity &

Passport Service

Home Identity Cards Careers Links Sitemap Contactus How tofindus

Location: Home

Search the site:

About the ldentity and
Passport Service

Apply for a passport
Passport interviews
Passportfees

Repaort a lost or stolen
passport

Returning a passport

About the passport

Biometric Passparts - At what distance can the chip be read?

Biometric Passports

At what distance can the chip be read?

The IPS chips are designed to operate at a distance of just a few centimetres from the reader. The
niew British biometric passportis protected with & key that can anly be abtained by manually ar
aptically reading the bio data page dhe page with the passpaort holder's details an). Alsa, once that
key is obtained and communication established between the reader and the hiometric passpon,
all messages are electronic with a unigue key for each and every session thus thwarting any
wiolld be eavesdroppers.

The Basic Access Control protocol reguires the passportto be open at the data page and the

printed information optically scanned before any data can be read from the chip. Itis not possible

About the passport . . h . .
to read the UK passportwhen the e-Passport is closed without the relevant printed information.

The histary of passports _ .
TS Can my passport chip be read from my pocket in my coat on the tube?

Mo, In arder to do this, an individual would need a specialist reader that would require a code that
can only be obtained through infarmation that is on the passport page itself. Rwould not be
possible without getting physical access to the passport boaklet itself and since the chip anly
cantaing information that is printed on page 31 of the passpor, itwould then be pointless to try ta
read the chip.

Biometric: passports

Wty hias the UK introduced
hiometrics in its passport?

‘What information is stored on the
chip?

Can my passport chip be read from my pocket in my coat on the tube?

Moo In arder to da this, an individual would need a specialist reader that would require a code that
can anly be ohtained through information that is on the passport page itself. itwould not be
possible without getting physical access to the passport booklet itself and since the chip only
contains infarmation that is printed on page 31 ofthe passpon, itwould then be pointless to try to
read the chip.

X Find: ¥ ne

Done
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Off to hell in a-handeagt ;77

v v v D

>\

> >

T

That o6specialistd reader: A1l1

The key to read the passport
Contains date of birth

Country of birth, etc

All retrievable from public information

sources

A 3DES encryption used
That leaves only the passport number to to protect data in
be cracked transit O0ove.l
10 Billion combinations... A 156-bit algorithm. Fairly
OK, there is latency for the RFID query, secure today
but even so A 10 year life span for

_ _ passports...
30cm reading distance already proved Pm—

by Adam Laurie et al securetest NNCCH
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