
òItõs OK, the data was 

encrypted...ó 

Ken Munro

ex-NCC Group SecureTest

... said the financial services company to the FSA
... or the retailer to the PCI Council

... or the government dept to the journalist
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The problems with encryption
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Á Phenomenal

Á ...when itõs working

Á Invulnerable

Á ...today

Á Exposed

Á ...by users

Á ...by vendors

Á ...by weak implementation

Á Compromised

Á ...by muppetry

Á ...and kneejerks

Á Relied upon too heavily

Á ...as a Band Aid to cover 
up other issues



Problem #1: Data not at rest
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Data not at rest

Á Laptops & desktops are generally only encrypted when switched off

V Booting to another O/S from CD requires a reboot (encrypting...)

V Ctrl+Alt+Del is essential, but Firewire attack often works

Á Servers hosting payment card data usually decrypt on the fly

V The joy of PCI!

V Symmetric encryption is often preferred over one -way hashing 
(itõs reversible)

V Concerns over key storage...

Á Request a password reset ðsee what happens

V Did you get your password back in clear text?

VCanõt have been one-way hashing if so

Á Servers storing data not falling under PCI often contain very sensitive 
information, yet are rarely encrypted

Á So if someone fancies a spot of social engineering

VBut weõll come back to that...



Problem #2: Making a hash of 

encryption
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Making a hash of it

Á Data encrypted at rest is very, very hard to recover

Á Princeton researchers realised that secret keys have to be 
loaded into memory to decrypt data

V Memory maintains its state for a period of time after shutdown
V So if you could artificially maintain the state for longer, you could 

scrape the memory & search it for the secret key
V Freezy spray time!

Á But even the cold boot attack doesnõt work for long after the 
device has been powered down
V But you can rely on users to make a mockery of your encryption 

solution

VLaptops left in standby, caching encryption keys in 
memory (warm boot!)

VWindows Integrated Login, loading keys into memory, 
before authentication is required (warmer boot!)



Problem #3: The future
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Cracking ExxonMobil Speedpass
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Petrol station fuel charging

Á Probably the first high profile cracking of an RFID encryption 
technology

Á ExxonMobil introduced SpeedPass in 1997, based on Texas 
Instrumentsõ technology
V It allowed drivers to simply wave a key ring tag at a pump in 

order to purchase vehicle fuel

Á The tag used PKI encryption, but only single DES; 56 -bit encryption
VThis was considered adequate in the distant past

Á A FPGA cracker was built by a team at John Hopkins University, 
containing 16 processors
VAfter refinement, keys could be cracked in around 15 minutes

Á The TI system now supports 128 -bit encryption!
VBut around 6 million tags had already been issuedé

http://www.jhu.edu/news_info/news/home05/jan05/rfid.html
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Faster cracking

Á You need a 

supercomputer for 

cracking encryption, 

donõt you?

Á Well, yesébut

Á Anyone got a PS3?

Á Or a TFT monitor?

Á Most TFTs and screens 

have an FPGA on board 

for video processing

Á http://nsa.unaligned.org

Á The PS3 uses the incredibly 

overspecced CELL 

processor

Á 1,000 times faster than an 

Intel chip

Á Universities using it for black 

hole modelling

Á Chained PS3s for cracking!
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One step further

Á A Russian organisation noticed that large 

amounts of processing power went unused 

on video processing boards

V You want amazing graphics for games, but you 

donõt game 24x7

Á Graphics processors ðvery powerful

V Distributed computation, using latent 

processing power of your graphics cards

Á NTLM ðthe encryption method used by 

Windows to store your passwords

V Fast Intel chipset ð40M attempts/sec

V Fast graphics card ðaround 1 Billion/sec

V A single PS3 ðaround 5 Billion/sec

V Distributed, cheap, use of graphics processors ð

in excess of 400 Billion attempts/sec
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The daddy of cracking

Á Pico Computing SuperStack

Á USD 120,000

Á Cracked GSM (A5/1 ðEurope/US) in 30 mins using 16 FPGAs

Á This beast can support up to 77

Á Fancy cracking BlueTooth /WPA etc?

Á Pre-computed hash tables

Á Generate on the fly?

Á WPA-PSK is toast

Á Encryption is entering a whole new ballgame
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Hacking Philips MiFare

Á Reverse engineering of the crypto

Á Crypto -1 is closed source

Á Researchers at University of Virginia physically 

dissected the chip

Á Sliced off tiny layers of the chip, using a 

microscope then inspected the logic gates

Á Efficient inspection, for example by 

looking for XOR gates that are rarely used 

in control logic

Á Or blocks of gates connected strongly to 

each other, but sparsely to the rest of the 

chip
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Á Reconstructed the 

algorithm

Á Cloning simple -ish
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Speeding ticket troubles?

Á Many police force in UK now rolling out PNC 

access using Windows Mobile devices

VSpeed of use, retrieval of images etc 

Á Bluetooth connection to wearable ticket printer

VCables on officers are a bad thing, 

apparently

VWas that a £150 2.4GHz jammer in your 

pocket?

VSAFER+ BlueTooth encryption algorithm 

compromised

VInitial device lockdowns wereôinterestingõ
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Off to hell in a handcart

Á That ôspecialistõ reader: Ã11
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Á 3DES encryption used 

to protect data in 

transit ôover the airõ

Á 156-bit algorithm. Fairly 

secure today

Á 10 year life span for 

passports...

Á The key to read the passport

Á Contains date of birth

Á Country of birth, etc

Á All retrievable from public information 

sources

Á That leaves only the passport number to 

be cracked

Á 10 Billion combinations...

Á OK, there is latency for the RFID query, 

but even so

Á 30cm reading distance already proved 

by Adam Laurie et al


