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PCIl Compliance

Introduction to the PCI DSS
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What was the problem?

Some Major Payment Card Breaches

TJIX 46m records
Hannaford 4.6m records
Cotton Traders 38k records
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What was the problem?

« APACS Card Fraud Statistics
— Up 14% to £301.7m in first six months of 2008
— 40 per cent Is the result of fraud abroad
— Losses at UK retailers down by 35 per cent since

2005

— Losses from remote shopping fraud have
Increased (at a decreasing rate) to £161.9m
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Data loss incidents

What was the problem?

Card fraud and
identity theft

Loss of confidence
In payment cards

Reduction In revenue
for card schemes
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What is the (intended) solution?

 PCI Data Security Standard

— 12 areas

— About 130 individual requirements
 Compliance regime

— Mandatory

— Potential fines or disbarment
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Background to the PCI DSS

“The PCI DSS [...], a set of comprehensive
requirements for enhancing payment account data sec urity,
was developed by the founding payment brands of the PCI
Security Standards Council, including American Expr ess,
Discover Financial Services, JCB, MasterCard Worldw  ide and
Visa International, to help facilitate the broad ad  option of
consistent data security measures on a global basis ”

PCI Security Standards Council

14 Security ™
Standards Council
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Background to the PCI DSS

 The PCI DSS is applicable to any organisation that
stores, processes or transmits any payment card
data from these card schemes:

e Merchants e Service Providers
e |ssuers e Acquirers
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PCIl Compliance

PCI Compliance Regime
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Elements of PClI Compliance Regime

Requirements Compliance Activity

Assessment (by QSA or
Data Security Standard |IA) or Self-assessment
Questionnaire

Network Perimeter
Security (ASV Scanning ASV Scan
Requirements)
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Elements of PClI Compliance Regime

 Payment Card Industry Programme established with the key
objective of protecting cardholder data (“CHD”) from
unauthorised disclosure

« All covered organisations are required to comply fully but...
 Compliance requirements vary according to size

e Original deadline for compliance was 30th June 2005 but
Visa has implicitly accepted that this deadline was
unrealistic and now requires organisations to demonstrate
progress rather than full compliance

 Deadlines are a moveable feast — speak to your acquirer

© 2008 ISACA. All rights reserved



Elements of PClI Compliance Regime

Compliance requirements vary according to size
Tier 1.
— external vulnerability scans every guarter

— annual assessment of PCI compliance by external
accredited Qualified Security Assessor or by Internal
Audit

— submission of RoC to acquirer

Tier 2/3:

— external vulnerability scans every guarter

— complete and submit self-assessment questionnaire to
acquirer

Tier 4.

— no mandatory requirements (but discuss with acquirer)
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PCI Tiers — Service Providers

Level

Selection Criteria

Validation Action

Validated By

All VisaNet processors, payment
gateways, and Internet Payment

Annual Onsite Security
Audit and

Qualified Independent
Security Assessor

transmits less than 1,000,000 Visa
accounts/transactions annually

Quarterly Network Scan

1 : : "
Service Providers regardless of Quarterly Network Scan Qualified Independent Scan
transaction volumes Vendor
Any service provider that is not in Annual Onsite Security Qualified Independent
Level 1 and stores, processes, or Audit Security Assessor

2 | transmits more than 1,000,000 Quarterly Network Scan Qualified Independent Scan
Visa accounts/transactions Vendor
annually
Any service provider that is not in Annual PCI Self- Service Provider

3 Level 1 and stores, processes, or Assessment Questionnaire Qualified Independent Scan

Vendor

For all three levels, compliance validation is required no later than 30 June 2005
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PCI Tiers — Merchants

Level Criteria Validation Requirements
Any merchant processing over 6,000,000 Visa Annual on-site security audit; and
1 transacti_ons per year, compromised in the last Quarterly network scan
year, or identified by another payment card brand
as Level 1
Any merchant processing one to six million Visa Annual self-assessment questionnaire;
2 transactions per year and
Quarterly network scan
Any merchant processing 20,000 to one million Annual self-assessment questionnaire;
3 Visa e-commerce transactions per year and
Quarterly network scan
Any merchant processing less than 20,000 Visa e- Annual self-assessment questionnaire
4 commerce transactions per year, and all other recommended
merchar_1ts processing up to one million Visa Network scan recommended
transactions per year
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Why does it matter?

Biggest risk is not non-compliance but an
external security breach

* Investigation by Visa appointed third party
* Imposition of fines
— €500,000 for non-compliance per payment card brand
— €25 per compromised account in event of a breach
— breach fee in excess of €100,000 per incident
— At Visa’s discretion
 Regulatory (eg FSA) investigation or sanctions
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Why does it matter?

Biggest risk is not non-compliance but an
external security breach

« Weak security controls may result in loss of CHD leading to:
— brand damage and loss of customer trust

— potential legal action (Forrester Research estimates that
a cost of between $95 and $305 per lost record is
iIncurred during a breach of this type)

— Impact on share price

— Permanent prohibition of the merchant’s participation in
Visa and MasterCard etc programmes
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Why does it matter?
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PCI Security Standards Councill

. e

\pciy
P N

Security
Standards Council

 Key Roles are to:
— Draft and publish the Payment Card Industry Data Security Standard

— Accredit Qualified Security Assessors and Application Scanning
Vendors

— Promote compliance
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PCIl Compliance Chain

B

{ Retailer 1 } { Retailer 2 } [ Retailer 1 } { Retailer 3 } { Retailer 4 } { Retailer 5 }
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Key features of SOX

e Focuses on financial reporting

 Much wider than just IT

e Considerable freedom over controls implemented
e Relatively ‘soft’

e Scope partly determined by materiality

e Subject to audit and management representations
* Penalties: substantial fines, prison sentences

PCAOB
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Key features of PCI

 Payment Cards only (although implications can be
also be very wide)

o Standard relatively prescriptive

e Scope: all of card environment and connected
systems

e Mostly (but not entirely) IT

 May be subject to independent assessment
depending on size (tier 1 only)

* Penalties: fines, being barred from accepting cards

» Security W
Standards Council
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Current Compliance Status

e Service Providers — major progress

 Merchants — varies by region but material
progress

o Acquirers — little progress
 Issuers — almost no progress at all
e Card schemes — ?
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Regional Variations

US: fines for breaches and for non-compliance
UK: Imposition of fines only for breaches

Europe: early stages and no consistent approach
Asia: very little progress so far

Compare MasterCard logical security program

 Initially companies asked politely to address breaches
o After 18m fines were levied

o After 3 years threatened with suspension
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PCIl Compliance

Common PCI Challenges
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Common Problems

ldentifying data locations
(PAN, track 2, CVV2/CVC2)

Changing business processes

Encryption of cardholder data

Monitoring cardholder data access
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PCIl Compliance

Outline of PCI DSS Requirements
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Outline of PCI DSS Requirements

About 130 individual requirements under these 12
headings

With the major exception of the requirement to
encrypt CHD, the requirements only represent
generally accepted good security practice

PCI does not represent an onerous ideal but very
many organisations are still only fully compliant with
a small proportion of the requirements

The standard Is very prescriptive (unlike eg SOX
requirements) but compensating controls are
permitted in certain areas subject to acquirer’'s or
Visa’s approval




Outline of PCI DSS Requirements

* Install and maintain a firewall configuration to protect cardholder
data

* Do not use vendor-supplied defaults for system passwords and
other security parameters

» Protect stored cardholder data

* Encrypt transmission of cardholder data across open, public
networks

5 » Use and regularly update anti-virus software or programs

* Develop and maintain secure systems and applications
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Outline of PCI DSS Requirements

» Restrict access to cardholder data by business need to know
“ « Assign a unigue ID to each person with computer access

n » Restrict physical access to cardholder data

cardholder data

 Track and monitor all access to network resources and

» Regularly test security systems and processes

1o B Maintain a policy that addresses information security for
employees and contractors
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PA-DSS

 Payment Application Data Security Standard
 PCI DSS for applications

 Not mandatory but likely to be commercial necessity for
Payment Applications that store CHD

 Having a PA-DSS compliant application does not make a
merchant compliant
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PCIl Compliance

Scope of PCI DSS




Scope of PCI DSS

Scope of PCI Programme

All systems and processes that store or transmit CH D, which will include:
» |T processing systems (eg sales processing)

* Network infrastructure

o Storage Area Networks/network drives

» Data extracts including CHD (eg spreadsheets)

» Backups (eg tapes, DVDs etc)

* Log files

» Paper records (print-outs, reports, transaction slips)

* People (eg training)

» Organisation-wide processes and structure

« Third parties that store or transmit CHD on organisation’s behalf such as certain
suppliers and dealers
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Reducing the Scope of PCI DSS

Network Segregation (ring fence your CHD)
Remove CHD where possible

Strictly limit access to CHD

Concentrate storage as much as possible
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Impact of network segregation




Impact of network segregation




PCIl Compliance

Assessing PCI Compliance
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Assessing PCI Compliance

Use the assessment procedures
Seek specialist advice if unsure
Consult your acquirer

Common areas of non-compliance
— Failure to identify all storage areas
— EXxcessive access to CHD or weak logical access controls
— Poor control over development environment
— Limited monitoring (in particular read-only access may matter)
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Assessing PCI Compliance
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PCIl Compliance

Assessing a PCI Programme
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Outline Approach

Gap Remediation Initial On-site Final

Analysis Plan Reporting RSl Assessment Reporting
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What to look for

Open communications with acquirer

Check any relevant deadlines

— Removal of SAD

— Full compliance

Senior management buy-in and sponsorship

Normal project/programme controls
— Clear governance structure

— Embedding in project portfolio

— Risk management
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PCIl Compliance

Update on PCI DSS V1.2




PCI DSS Version 1.2
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Update to Data Security Standard

Version 1.0 was released in May 2005
Version 1.1 was released in September 2006
Version 1.2 was released in October 2008
No new requirements

Clarifications

Part of move to more risk-based approach




Update to Data Security Standard

Purpose of the Changes

* Provide greater clarity on PCIl DSS requirements
o Offer improved flexibility

 Manage any evolving risks and threats

* |ncorporate best practices

o Clarify scoping and reporting

* Eliminate redundant sub-requirements

e Consolidate documentation
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Update to Data Security Standard

Key Points

* Only minor changes to requirements
— WEP no longer allowed
— Numerous clarifications eg pen testing
— Permits risk-based approach to patching

Wil not put organisations out of compliance

 More detail on
— Compensating controls
— Scoping
— Treatment of outsources services and 3" parties
— Sampling
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PCIl — useful links

e Standards and questionnaire

— Wwww.pcisecuritystandards.orq

 Procedures and guidelines

— www.visaeurope.com/aboutvisa/security/ais/resourcesanddownloads.jsp

e Merchant levels

— www.Vvisaeurope.com/documents/ais/Merchant levels and AIS compliance validatio

n.pdf
— www.mastercard.com/us/sdp/merchants/merchant levels.htmi

 PCI Blog

— pcianswers.com
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Contact detalls

Please call or email Simon Langley from KPMG'’s Global
PCI Team if you require any additional information

Simon Langley

KPMG LLP
1 The Embankment

Leeds
LS1 4DW
United Kingdom

simon.langley@kpmg.co.uk
Tel: +44 113 231 3860
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